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- 73500 collaborateurs
dont %z a
I'international (16

pays)

- Prés de 4,5 milliards
de voyages opérés
dans le monde dont %
a 'international

- Plus de 270 métiers

- Leader mondial du
métro automatique




Un Groupe structuré autour d’entités
expertes
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Les apports de ARTESCA et la roadmap

r—— Les gains --— La roadmap

Il Réduction des couts M Upgrade
B du prix au TB de 50% M capacitaire

Simplification de

I’exploitabilité (micro
prunning/upgrade/distance au
mur)

Etude de la mise en
place de Maestro

Etude de la
fonctionnalité de

Cyber : Passage de
sanctuarisation

NFSv3 a Https
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RELIABLE. SECURE. SUSTAINABLE.

SCALITY DAY - PARIS - OCTOBER 8, 2026

Detect. Validate.
Recover cledn.

Commvault cyber resilience
combined with Scality object storage

ALEXANDRE PATTI
Channel Sales Engineer
COMMVAULT

Commvault
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COMMVAULT x SCALITY INTEGRATION

Scality: the immutable foundation for cyber recovery

Commvault writes backups over S3 to Scality RING or ARTESCA: Scality makes the copy immutable, Commvault proves it is clean.

Production

VMs, databases, files & NAS,
objects, Kubernetes, Microsoft
365, and many more ...

Commvault Cloud

MediaAgent: deduplication,
encryption, Compliance Lock,
inline Hash Scan

Scality RING | ARTESCA

On-prem object storage, S3
Object Lock, erasure coding,
scale-out

Clean recovery

Threat Scan — Synthetic
Recovery — Cleanroom —
back to production

Two layers of immutability

WORM Storage Lock:
Commvault drives S3 Object
Lock at object level.
Compliance Lock: no deletion
or retention reduction in
software.

Data kept on-prem

RING or ARTESCA in your own
datacenters: you control
where copies live, a plus for
DORA and NIS2.

Scan the Scality copy

Threat Scan reads backups
stored on Scality (targeted
Deep Scan, YARA, hash)
before any restore.

Efficiency & scale-out

Commvault deduplication
and compression + Scality
erasure coding: optimized
capacity, growth without
migration.
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COMMVAULT % SCALITY

Threat Detection to
Clean Recovery

From operational anomalies and Al-powered
Threat Scan to targeted IOC hunting —
Commvault helps you find risk fast and recover
with confidence.



CYBER RECOVERY

A Closed-Loop Cyber Recovery Process

Move from ongoing readiness through rapid clean-data detection, recovery validation and production restoration.

Ce3

01 READINESS

Configuration &
planning
Schedule backup scanning,

monitor critical workloads and
maintain ThreatScan readiness.

Recovery testing

Exercise recovery plans with
Cleanroom Recovery to uncover
gaps.

[ THREAT SCAN

(17 DETECT

Threat detection &
response

Correlate anomaly, malware,
encryption, SOC and partner

signals.

Clean recovery
detection

Use Al, YARA, file hashes and
signatures to identify clean
candidates.

[ CLEAN DETECTION

03 RECOVER

Synthetic Recovery

Select the latest known-clean file
versions to reduce rollback.

(“*

Clean recovery set

Assemble clean data for controlled

recovery.

[ CLEAN SET

04 VALIDATE

Recovery validation

Replatform operating systems,
reduce vulnerabilities and test
recovery.

Validate and repair

Inspect recovered contents and
make final adjustments.

{ VALIDATE

05 RESTORE

Optimal recovery

Return clean, validated and
repaired workloads to the target
environment.

Production recovery

Restore normal business
operations with confidence.

[ RETURN }
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CYBER RECOVERY

Prove the backup is actually clean

Layered scanning, forensic analysis, clean-point assembly, and isolated validation establish confidence before production recovery.

VALIDATION JOURNEY

Scan — Inspect
— Assemble —
Validate

Each recovery point moves
through progressively stronger
checks before data is promoted
back into production.

SCAN Find suspicious content

INSPECT Flag abnormal behavior
ASSEMBLE Build a clean point

VALIDATE Prove recoverability

OO0

01

Threat Scan

ON EVERY RESTORE

Combines signature-based malware detection with AI/ML
prediction, YARA, and hash-based threat hunting to identify
known and emerging indicators of compromise in backup data.

03 @

Synthetic Recovery
AI-ASSEMBLED CLEAN POINT

Builds a point-in-time recovery image from the latest known-good
file versions across recovery points, minimizing rollback while
excluding flagged items.

02 @

Deep Inspection

FORENSIC FLAGGING

Uses machine learning, heuristics, encryption detection, entropy,
and hash-change analysis to identify ransomware-like behavior
and isolate suspect recovery data.

04 @

Cleanroom Validation
BEFORE PRODUCTION

Validates the assembled recovery point in an isolated cleanroom,
boots the workload, confirms recoverability, exercises runbooks,
and documents evidence before production promotion.
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SECURITY & COMPLIANCE

Finding Risk Before It Reaches Production

Four complementary Commvault 11.44 capabilities work together to flag, confirm, and hunt for threats hiding in backup data

THREAT VALIDATION JOURNEY 0 1 02 @

. Anomaly Detection Threat Detection
Detect — Confirm D)
- BEHAVIORAL EARLY WARNING MULTI-SOURCE SIGNALS \4
— Hunt — Validate e
v File activity Spikes in create, modify or delete. ¥ Avira & MicroVision  gjgnature, fileless, mutable, and local ML scanning.
: . 7/ Extension & MIME R extensions, MIME mismatches. Google Threat
Signals progress from behavioral / Backup size U edi ' drons in vol Intelligence Enriches findings with GTI and VirusTotal context.
anomalies to malware findings, 7 c , nexpected jumps or drops in volume.
anary files Decoys flag ransomware activity.

data-integrity analysis, and
targeted indicator searches before
a recovery point is trusted.

03 04

DETECT Flag abnormal . .
@ activity ML Encryption & Corruption YARA & Hash Search
CONFIRM [Gentifymalicios DATA-INTEGRITY ANALYSIS TARGETED THREAT HUNTING
content
i E lysis fl - :
HUNT Search 10Cs and 7  Encryption ﬁlr;tsropy LRI (ENEIT O ChT e ¢/ Threat hunting Searches for known indicators of compromise.
patterns :
v/ Corruption Identifies damaged backup data before restore. / Hash & YARArules C;rtrél::‘r;es fasthashlookupwithicustom
VALIDATE Prove backup ot " p .
integrit ; feiar n-demand or
grity v/ Faster Analyzes one snapshot without historical e aned Runs after incidents or on a recurring cadence.

comparisons.
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THREAT SCAN - SYNTHETIC RECOVERY

Patent-Pending “Synthetic Recovery”

Select the latest known-clean version of each file across backup cycles to minimize rollback during recovery.

F File E Encrypted

e  Signal malware

PROTECTED FILES ACROSS BACKUP CYCLES

B1 - Full

B2 - Inc

MALWARE DETECTED

v}
@
B

@

o
»
o

B5 - Inc

B6 - Inc

Latest clean file versions are assembled into a new recovery set

B7 - Inc

()
\vi

Synthetic recovery set

N

—

CLEAN RECOVERY

B2-F1

B3 - F2

B7 - F3

B4 -F4

(
(
(
(
(

B6 - F5

(

B2 - Quarantined

)
)
)
)
)
)

Latest known-clean version per file
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CYBER RESILIENCE
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QUICKLY AND EASILY FIND
THREATS IN YOUR DATA

New Threat Hunting capabilities help you find threats within your
data—and prevent them from being restored.

Google Threat Intelligence Feeds — Early Adopter
Custom YARA rules and threat hunting via hashes

New workflows and scheduling to automate Threat Scan,
including intelligent, automatic scanning of anomalies, and
scheduled scans of specific workloads.

New, simple recovery option directly into a Cleanroom



CYBER RECOVERY

Risk-Based Threat Scanning

Speed where possible. Depth where needed

SCAN FAST

Hash Scan (Inline)

THOROUGH ANALYSIS

Deep Scan (Deep Inspection)

Compares backup file hashes with Google Threat Intelligence Rehydrates targeted backup files and analyzes content using

without restoring or analyzing file content (inline to backup). signatures, YARA rules, and machine learning.

BEST FOR BEST FOR

» Broad, frequent scanning across large backup datasets » Higher-fidelity investigation of elevated-risk files

» Rapid identification of known malicious files » Detection beyond known hashes and static indicators

» Trusted detection using continuously updated threat intelligence » Analysis of polymorphic malware and encryption indicators
LIMITATION Known-hash coverage only; unknown or modified threats may require TRADE-OFF More time and infrastructure are required to access, rehydrate, and

deeper analysis.

SCAN BROADLY
Use trusted hash intelligence for rapid coverage

Ce3

analyze file content.

PRIORITIZE RISK ANALYZE DEEPLY
N e Apply content inspection only
Escalate when a threat or elevated risk is identified where warranted
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Al Threat Insights

ThreatScan — detection & remediation

© Commvault ‘ Search ‘ e e & D | selectacompany + | @ pschieper
( 3\
@D v newnavigation > Threatscan >  Flleserversite?
eicarscripts.zip
T FileServerSite1
B8 Service catalog e
Last scanned on May 7, 2026, 9:00:57 PM
Dashboard Dased on las a ST
B 4 Arlie Insights
fl] Companies —_—
— . Overview Anomalies Threats Partner signals el e
=S SHs6:
O Discover v
Filters 7 N\ St
3 Datalnsights TRELLIX_ARC_Malw_Eicar is identified as maluare using Yara Fule detection
Threats (18) 4 || | search by file name Q|C  rselis during a scan on May 6, 2626. Ihe fila detected was located at tha path
(@ Security services ~ Threat type -~ \\FileServersite1\\C:\\cvscripts\\eicarscripts.zip. This threat is
Chanmom Agent ype = Vistual Serven | ( Backup e = defaull BakupSet ~ | assccisted with the well-known ELCAK test file, which is commonly used as a
O = i 5 standardized test [ile for antivirus solutions and melware cetecticn
T APion. File name Threat type Backup time currame
0 Malware 13
amde4 duel sdbus.inf 31bF3856ad364e35 10.0,143.. Encryption May 06, Y
& Auto recovery v .
s ko ~ amdes dusl usbinf 31biI85EadIe4e3S 10014333 May 06, Details
(3 Jobs 7 . Threat name TRELLIX ARC_Malw_Eicar
1l Eoceystion aitacion 5 amd64_micresoft-indows m..c-drivermanage--i May 06,
2] Reports TyP! Threat type Malware
T O scanning engine 10 amd¢4_microsoft-windows-profsvc_31bf3856ad364..  Encryption May 06, 2026 0527:16 PM G ara KUl
O vararule 3 1F10 May 06, 2076 05716 PM Threat path \FlleServersite1\CAvscripts\elcarscripts.2ip.
€ Monitoring v ~ 0 .
O s P — May 06, 2006 057716 PM Devected time May 06, 2026 05:27:16 P14
=l Storage v
CULT_DUMMY. 6 ppex Malware May 06, -
e e - = i o SHA256 0d104be365c2e54ba633d031d8eec 1)
== S CULT_DUMMY_FILET7 M5k Maiware May 06, -
@& Developer tocls.
o P CULI_DUMMY_HLE2 pof Malware May 06, 2026 05:27:16 PM Scanning engine
bl i CULI_DUMMY_FILE23.pptx Malware May 06, 2026 05:27:16 PM Scanning engine
i Downicad center CULT_DUMMY_FILES ot Maware May 06, 2026 05:27:16 PM Scanning engine Impact
It 1587
fa swre CULT_DUMMY_FILE6.pdt Maiware May 06, i et
22 My apps be CVLT DUMMY TILEG.pef Maiware May 06,
CLT DUMMY FILE7.pptx Maiwere May 0, 2026 05:27:16 PM Scanning engine
data.dat Encryption May 06
cicarscripts.zip Maiware May 0, 2026 05:27:16 PM Vara Rule
witan? pat Malware: May 06, 2026 05716 PM
hiw_sicar?. w1 Mabware May 06, 2026 057716 PM Yara Rule
25 v itemsperpage 1 18of18items
|
| J \_ )
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THREAT DETECTION & REMEDIATION

In Summary ... from Protection to Detection to Clean Recovery

Commvault unifies threat detection and recovery into one automated, left-to-right workflow.

SIGNAL ‘ VALIDATE ‘ ASSEMBLE ‘

>

Anomalies Detected Threat Scan Confirms Synthetic Recovery

Unusual file, job, or size behavior Anomaly, threat, encryption or Al assembles a clean recovery point

oY S corruption, and YARA or hash from Cleanpoint-identified files and
gsap ’ detection layers confirm the risk. removes compromised data.
[ Resource flagged } [ Risk confirmed } [ Clean point created }
CONTINUOUS ASSURANCE Each stage builds on the last, moving from anomaly identification to a validated production recovery.

RESTORE ‘

Validated Recovery

Validated, clean data is restored to
production with confidence.

[ Production restored }
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