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The promise (and the 
problem) of immutability

Experts agree: Ransomware is the biggest cybersecurity 
threat facing the world today — and it’s only getting worse.

1	 Data Protection Trends Report 2023, Veeam    2 Ransomware Trends Report, Veeam    3 2023 Data Immutability Survey, Vanson Bourne

“The biggest global cyber threat we still face  
is ransomware…

Ransomware attacks strike hard and fast. They 
are evolving rapidly, they are all-pervasive, they’re 

increasingly offered by gangs as a service, lowering the 
bar for entry into cybercrime.”

Lindy Cameron 
 CEO, UK National Cyber Security Centre

“Up-to-date backups are the most effective way of 
recovering from a ransomware attack.” 

NCSC Guidance: Mitigating Malware and Ransomware Attacks

75%
of attacks succeeded in 
debilitating their victims’ 
ability to recover2

85%
of organizations were hit by 
ransomware at least once in 
the past year1

94% of IT leaders currently rely on 
immutable storage3

In light of the unique challenges posed by ransomware, security 
professionals have urged organizations to prioritize cyber resilience — 
the ability to quickly and easily bounce forward after a cyberattack — in 
their ransomware mitigation strategies. 

Most organizations have embraced immutable backup storage as the 
foundation of their cyber resilience frameworks. By rendering backups 
impervious to encryption or destruction, these systems offer an enticing 
promise: You’ll always have a clean backup to restore from in the event of 
a ransomware attack — no matter what.

But beware…In practice, not all “immutable” storage 
systems live up to their promise.



Most “immutable” storage 
systems aren’t truly immutable

Immutable storage refers to a 
data storage paradigm where, 
once data has been written, it 
cannot be modified or deleted for a 
predetermined period. 

If implemented correctly, this approach 
establishes a last line of defense against 
traditional ransomware attacks that seek to 
encrypt or delete backup data. 

Unfortunately, most commercially available 
“immutable” solutions leave vulnerabilities that 
can be exploited by attackers to defeat, disable, or 
otherwise bypass these defenses. 

For example, traditional file systems commonly 
make data immutable with scheduled, periodic 
snapshots. While these systems provide a degree 
of protection, they unavoidably leave open 
windows of vulnerability as hours or more may 
pass between snapshots. During these intervals 
data is susceptible to compromise, exposing 
organizations to potential attacks and loss of 
critical data. 

If you can do it, an attacker can 
do it by pretending to be you.
Other solutions fail because they implement 
immutability only at the API level, but not in 
the underlying architecture. 

If the system is built on core architecture 
that does not intrinsically prevent deleting or 
overwriting data, any attacker who defeats 
the API layer — such as an intruder who has 
managed to gain admin access — can simply 
bypass the safeguards of the API to delete, 
encrypt, or disable your backups. 

The only way to guard against these 
“privilege escalation” attacks is to ensure 
that no one can delete or overwrite your 
backups — not even the system superadmin.

What is true immutability?
A truly immutable storage system must have 
all of the following properties. Anything less 
results in a weak form of immutability.

•   �Data must be instantaneously unalterable 
at the moment it’s written. This minimizes 
the potential for data loss by ensuring that 
you’re never without a clean, up-to-date 
backup to restore from. 

•   �Immutability must be implemented at the 
core architecture level. This means that 
even an attacker with the highest level 
of access can’t delete or overwrite your 
backups.

•   �The system must allow fine-grained control 
over data immutability to allow compliance 
with business and government regulations.



91%
of ransomware 
attacks now 
involve exfiltration1

Immutability can’t stop 
exfiltration attacks

Nor does it address 
single-site vulnerabilities

The modern ransomware playbook is no longer limited to simple encryption 
attacks. Due the rise immutable backup storage, threat actors are increasingly 
employing ‘double extortion’ attacks that seek to steal sensitive data, a tactic 
made popular by malware like Maze and DoppelPaymer.

Exfiltrated data is then used to blackmail organizations, with attackers 
threatening to publish sensitive information online or sell it to competitors 
unless a ransom is paid. Today, most ransomware attacks involve an 
exfiltration component. 

Stopping these attacks requires implementing multiple layers of security 
wherever sensitive data can be found — in an organization’s production data, 
in transit over a network, and even in stored backups. Crucially, because 
exfiltration attacks don’t rely on encrypting or modifying data in order to extract 
a ransom, immutability alone can’t prevent this type of threat. 

Data stored in a single physical location has always been vulnerable to loss in 
fires, floods, and other natural disasters. However, tactics currently in use by 
ransomware gangs have made this risky practice exponentially more perilous.

Threat actors have learned to target multiple organizations at once by 
attacking entire data centers, multiplying their potential payout while 
threatening catastrophic data loss, operational downtime, and significant 
financial consequences for all affected organizations. 

To mitigate these risks, multi-site copies of backup data must be simple, 
practical, and affordable. Unfortunately, many types of immutable storage 
fail here, either because they don’t support multi-site data replication, or 
because implementation would be cost-prohibitive or impractical.

70%
of SMBs fail within a year 
of a large data loss event3C O M P A N I E S  A R E

2.5x
more likely to pay a ransom in 
cases where data has been 
exfiltrated on top of encryption2

1 The State of Ransomware Annual Report 2023, Blackfog   2 Cybersecurity Trends 2023, Allianz   3 11 Common Causes of Data Loss, Consoltech



Raising the stakes: 
How AI is reshaping the 
ransomware threatscape

As AI and machine learning technologies continue to 
develop at a breakneck pace, cybercriminals are already 
leveraging these advances to create more effective, more 
damaging, and harder-to-detect forms of ransomware. 

To survive, organizations must be prepared to withstand a brutal one-
two punch: a dramatic increase in both the volume and sophistication of 
ransomware attacks.

The UK’s National Cyber Security Centre predicts AI will impact the 
ransomware landscape by:

•   �Lowering the bar to entry into the ransomware “business,” generating  
a surge of novice criminals

•   �Enabling experienced and capable attackers to more easily identify 
vulnerabilities and bypass security defenses

•   �Helping criminals craft social engineering attacks easier and much 
more precisely, making high-level privilege escalation attacks more 
attainable

•   �Greatly enhancing the speed of an attack by helping to strategically 
target critical data, disable backups, and incapacitate defenses

“AI is already being used in malicious cyberactivity and 
will almost certainly increase the volume and impact of 
cyberattacks, including ransomware, in the near term.”

UK National Cyber Security Centre

How is AI/ML used in modern 
ransomware attacks?

•   �Use of AI tools and LLMs to greatly improve volume 
and precision of social engineering attacks, making 
them more effective and harder to detect

•   �Development of adaptive malware that alters its own 
code to evade detection algorithms

•   �AI and ML deployed against intrusion detection 
systems to mask malicious network traffic

•   �ML leveraged to automate and accelerate discovery of 
unpatched vulnerabilities and zero-day exploits

•   ��Use of AI/ML to discern and extract PINs, passwords, 
or other authentication factors from hacked 
wearable/mobile device sensor data (microphone, 
accelerometer, etc.) 



Introducing CORE5
A new standard of cyber-resilient storage

Once considered the gold standard in 
ransomware protection, immutable backups alone 
are no longer sufficient to protect against the full 
range of current and future ransomware threats.
In order to properly address the fast-evolving challenges 
organizations now face, the storage industry must move beyond 
simple immutability and embrace a new, more comprehensive 
standard of end-to-end cyber resilience. 

This approach must encompass not only the strongest form of 
true immutability but also robust, multi-layer protections against 
data exfiltration attacks, high-level privilege escalation attacks, 
and other emerging threat vectors.

1. API-level resilience
Immutability implemented at the API level 
provides a powerful top-line defense against 
ransomware attacks by ensuring backups are 
immutable the instant they’re created.

2. Data-level resilience
Multiple layers of data-level security measures 
are employed to prevent attackers from 
accessing and exfiltrating stored data.

3. Storage-level resilience
Advanced encoding techniques are used to 
prevent destruction or exfiltration of backups 
by rendering stored data indecipherable to 
attackers, even those using stolen access 
privileges to bypass higher-level protections.

4. Geographic-level resilience
Simple and affordable multi-site data copies 
prevent data loss even if an entire datacenter is 
targeted in an attack. 

5. Architecture-level resilience
An intrinsically immutable core architecture 
ensures data is always preserved in its original 
form once stored, even if an attacker attains the 
necessary access privileges to bypass API-level 
immutability.

Next, we’ll explore the CORE5 in detail, including how 
we’ve implemented these principles in ARTESCA, our 
award-winning ransomware-resilient storage software.

At Scality, we’ve identified five 
critical levels of safeguards 
necessary to achieve this 
ambitious level of data protection. 
We call these the CORE5.



1. API-level resilience

Cybercriminals often seek to mimic application 
commands in an attempt to encrypt, modify, or delete 
stored backups. Enabling immutability at the API 
level prevents attempts to overwrite data by a user or 
application issuing S3 commands against a data set.

The emergence of an immutability API (S3 Object Lock) in the popular 
AWS S3 API has created a de facto standard interface for data protection 
applications to optimally manage storage immutability. It allows 
applications like Veeam Data Platform to enable object locking, specify 
retention policies, and set compliance mode enforcement directly in the 
object store. 

By allowing the application to access storage over the S3 API, you have a 
fully integrated backup solution that, combined with AWS-style command 
authentication and access control policies, thwarts malicious access.

How Scality ARTESCA enables it
ARTESCA’s support for S3 Object Locking APIs ensures 
backups are immutable the very moment they’re created. 
This approach also unlocks a degree of flexibility and ultra-
fine granular control that is simply not achievable in legacy 
storage solutions. 

To ensure data remains immutable over specific time horizons as 
required by business rules and regulatory mandates: 

•   �Configurable retention policies allow you to customize the 
duration that your data remains fully immutable, whether it’s 
days, years, or indefinitely.

•   �Compliance mode provides extra fortification as it prevents 
even the system super admin from changing immutability 
configurations.

This degree of customization is advantageous to all businesses 
and absolutely essential for industries handling sensitive data, 
such as healthcare and finance, where compliance with stringent 
regulations is paramount.



2. Data-level resilience

Defending against data exfiltration attacks requires 
stringent security protocols everywhere sensitive data 
can be found — from production data to the backup 
storage system, and everywhere in between. 

A suitably hardened storage solution should be designed with multiple 
layers of data-level security, including comprehensive identity and 
access management (IAM) and cryptographic features, to ensure that 
backup data cannot be intercepted or accessed by unauthorized parties.

How Scality ARTESCA enables it
To keep unwanted eyes off of your most sensitive data, ARTESCA 
relies on a comprehensive suite of data-level safeguards:

•   �AWS-compatible authentication and AWS-style IAM features 
provide ultrafine-grained access control, allowing organizations 
to define and enforce policies governing user access to data 
resources. This ensures that only authorized users with the 
appropriate permissions can access sensitive data, reducing 
the risk of data exfiltration by unauthorized actors.

•   �Zero-trust architecture (ZTA) limits malicious access by 
enforcing a “never trust, always verify” approach to user 
authentication — users and devices are not trusted by default, 
even if they are connected to a permissioned network or 
previously verified.

•   �Secure HTTPS/TLS termination of S3 endpoints and 
automated configuration of firewall rules prevents wire-level 
interception and snooping, ensuring the confidentiality and 
integrity of data during transit.

•   �AES 256-bit data-at-rest encryption ensures that 
even if unauthorized access occurs, the data remains 
incomprehensible and unusable to the attacker without the 
appropriate decryption keys.



3. Storage-level resilience

If a sophisticated attacker is able gain root access to a 
storage server, higher-level protections implemented at the 
API level can be bypassed. 

In the absence of strong storage-level protections, such an attacker would 
then be free to read, overwrite, or destroy data on the physical storage 
drives directly, compromising the very foundation the backup system. 

Advanced, AI-powered methods for defeating authentication controls — 
such as discerning passwords using only the sound of keystrokes — 
threaten to make such attacks increasingly difficult to prevent in the future. 

To provide resilience in the face of these fast-evolving threats, a storage 
system should ensure that data is secure even if an attacker is able to 
penetrate the deepest level of your storage system.  

How Scality ARTESCA enables it
To provide forward-looking resilience against threats targeting the 
storage layer, ARTESCA implements distributed erasure coding 
technology. 

This approach protects data by fragmenting it into smaller “chunks,” 
expanding and encoding it with redundant data, then intelligently 
dispersing those chunks across all drives in the system. ARTESCA 
goes above and beyond the industry standard by safeguarding the 
location data for these chunks in a secure hardened repository with 
its own separate, non-shared authentication and access controls.

By denying attackers access to the location of each stored chunk, any 
data obtained is rendered indecipherable and effectively worthless.

Additionally, the use of redundant encoding allows ARTESCA to fully 
reconstruct any data that is corrupted or lost in an attack, even if 
multiple drives or an entire server are physically destroyed.



4. Geographic-level resilience

Data stored in a single location is particularly vulnerable 
to cyber threats. By attacking high-value targets like 
datacenters, cybercriminals seek to extort multiple 
organizations simultaneously, thereby increasing their 
chances of successfully collecting a ransom. 

Even air-gapped systems can be breached by attackers with 
unauthorized physical access, or destroyed by fires, flooding, or other 
natural disasters.

To protect against these and other single-site vulnerabilities, current 
storage best practices call for multiple, geographically-separated offsite 
backups. A modern, cyber-resilient storage solution must make this not 
just possible but practical. 

How Scality ARTESCA enables it
To mitigate the risks of single-site storage, ARTESCA is designed 
to make geographic redundancy across multiple sites simple, 
practical, and affordable.

•   �Multi-site replication enables easy data mirroring to remote 
ARTESCA targets in other data centers, or to cloud storage targets 
in AWS, Azure, Google, and an increasing number of regional 
service providers.

•   ��Multi-site deployments: For backup applications that manage 
their own multiple copies and tiers, ARTESCA can be easily 
deployed and managed remotely.

•   �Site-specific IAM controls make access to remote sites more 
difficult for actors with access to the first site, creating multiple 
“security domains” that an attacker would have to cross in order to 
access all instances of the data. 



5. Architecture-level resilience

Many storage solutions designed before the ransomware 
era are vulnerable to attacks at the core architecture level. 
These legacy solutions are built on file systems that allow 
data to be easily deleted or overwritten, a critical design 
flaw that plays right into a ransomware gang’s hands. 

In an active ransomware attack, one of the attacker’s first priorities is 
to escalate their privileges. If they are successful in obtaining admin 
credentials, API-level immutability can be disabled or circumvented, 
leaving the system defenseless and your data completely exposed. 

If an attacker wielding stolen credentials can simply disable immutability 
on your backup systems, that “immutability” is only an illusion of safety. 
Given the rapid proliferation of AI-enhanced hacking tools and malware, 
any storage system built on such vulnerable architectures is increasingly 
at risk for architecture-level ransomware attacks. 

How Scality ARTESCA enables it
ARTESCA is designed to provide the absolute strongest 
ransomware protection possible, right down to the way its core 
architecture handles data writes to the drive:

•   �When an application issues a command calling for a data 
overwrite, ARTESCA’s inherently immutable architecture 
instead implements that request as a write of a new “object” while 
retaining a record of the location of the original, untouched data. 

•   �Similarly, requests to delete data instead create a logical marker 
for the event, leaving the original data intact. 

•   �A security-hardened Linux operating system disallows root 
access by default, reducing exposure to common vulnerabilities 
and exposures (CVEs) and a wide range of threats.

The effect is simple — no deletes or overwrites, ever. 

The most common types of ransomware attacks are stopped in 
their tracks. 



End-to-end cyber resilience: 
How do storage systems stack up?

Scality ARTESCA is the only backup storage 
solution that enables end-to-end cyber resilience 
with unbreakable data protection at every level of 
the system — from API to architecture.

CORE5 resilience levels

API Data Storage Geographic Architecture

STRONG STRONG STRONG STRONG STRONG

RAID or file system-based object storage STRONG WEAK
 

VENDOR  
DEPENDENT STRONG VENDOR  

DEPENDENT

NAS / file system snapshots NONE WEAK WEAK VENDOR  
DEPENDENT NONE

Dedupe appliances NONE APPLIANCE  
DEPENDENT STRONG STRONG STRONG

Linux-hardened repositories NONE NONE STRONG NONE PARTIAL

Built by

To effectively address the rapidly evolving challenges 
facing organizations today, the storage industry must 
advance beyond mere API-level immutability to adopt 
a comprehensive approach to cyber resilience.



Backup to the best. 
ARTESCA is built by Scality, the global leader in cyber-resilient storage 
for the AI era. Recognized as an 8-time Gartner Magic Quadrant Leader 
and trusted by 500+ enterprises across the globe with 700M+ users, 
Scality solves organizations’ biggest data storage challenges: security, 
performance, and cost. 

Resilience is a choice. 
Ransomware is not.
In the ransomware era, safeguarding your backup 
data has never been more crucial.
Fueled by advances in AI, ransomware attacks continue to rise in 
frequency and sophistication. At the same time, attackers have 
adopted strategies like data exfiltration and high-level privilege 
escalation in an attempt to circumvent the protections offered by 
immutable backup solutions. 

Faced with the reality of these fast-evolving cyber threats, even the 
best storage technologies of the past now fall short. 

The new era of ransomware demands a new standard of cyber 
resilience — one where immutability is only a single part of a multi-
level data protection strategy. 

Bouncing forward from inevitable and ever-
increasing cyberattacks requires end-to-end 
cyber resilience. Only Scality ARTESCA meets this 
rigorous new standard.

How unbreakable is your current backup solution?

T A K E  T H E  C Y B E R - R E S I L I E N C E  R I S K  A S S E S S M E N T

Love Veeam? So do we. 

R E A D  6  R E A S O N S  W H Y 
A R T E S C A  I S  B E S T  F O R  V E E A M

https://www.scality.com/
https://www.artesca.scality.com/
https://go.scality.com/cyber-resilience-risk-assessment?utm_source=coretech5&utm_medium=asset&utm_campaign=artesca_dg
https://www.artesca.scality.com/best-object-storage-for-veeam?utm_source=coretech5&utm_medium=asset&utm_campaign=artesca_dg#
https://www.artesca.scality.com/?utm_source=coretech5&utm_medium=asset&utm_campaign=artesca_dg
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